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Abstract — The worldwide information and technology 
has an astounding dependency o n  data s e c u r i t y . The r i s k  
fabricated by the interloper has been a maelstrom for 
forthcoming specialists. Security plays  an essential role in 
governing the data transfer. The primary objective of this 
paper is to propose a black box approach which generates a 
modified plain text from the original message. For this 
purpose, we have used techniques like Perturbation, Swapping 
and Shifting which will modify the original plain text. Before 
giving the plain text directly into encryption process, the 
m o d i f i e d  plain text obtained f r o m  above techniques will 
be given as an input. The complexity of breaking the plain 
text is increased by applying the above techniques. For 
experimental purpose, w e  use AES algorithm for encryption   
and de cry pt i o n  and Java is used for implementing t h e  
proposed approac h . 
 
Index Terms — AES, Plaintext, Security, Encryption, 
Decryption  
I.INTRODUCTION 
 
Cryptography is the art of keeping information secure 
from an unintended audience. Symmetric key algorithm 
uses the same key for both encryption and decryption. The 
keys can be identical or it can be different in encryption 
and decryption.  
 
Symmetric key encryption is the only encryption 
which was designed before the public key encryption was 
discovered. Generally, in   Symmetric   Key   cryptography, 
the   algorithm   is   not kept secret between the sender and 
the receiver, but the keys   are   kept   secret   from   others. 
Sender   and   Receiver must have the  copies  of  keys  that  
are  common  to  them [1]. 
 
Modern cryptographers emphasize that the security 
not only depends on the secrecy of the encryption method 
but it can also be achieved using the modified plain text [2]. 
In cryptography, the plain text is a term that refers to an 
original message, and the cipher text is the encoded text 
obtained as a result of the encryption process [18-27].  
 
The aim of a hacker is to retrieve the key and the 
plain text. In order to increase the security, the original 
plain text is modified and it is given as an input to AES 
encryption algorithm. Encryption and decryption process is 
elaborated in the next section. 
II.LITERATURE SURVEY 
 
Six encryption algorithms namely, Blowfish, RC2, 
RC6, AES, DES and 3DES were evaluated. These algorithms 
were compared using parameters such as Size of data blocks, 
Power Consumption, Key size and speed.  The authors 
conclude that Blowfish algorithm had a better performance 
when compared with the other algorithms. [3-4].  
 
In order to increase the efficiency, the authors have 
proposed an architecture to perform transformation by 
integrating Mixcolumn and pre-process InvMixcolumn. From 
the experimental analysis, it can be inferred that this 
architecture results in improved security. [5]. 
 
In [6], a Hardware implementation of the AES was 
used for Encryption and Decryption. This approach provides 
enhanced security and a significant increase in the throughput 
than the available software models. 
  
The proposed framework consists of four different 
modules namely Public key-Public key technique, Public key-
Private key technique, Private Key-Public key technique and 
Private Key-Private key technique. From the analysis, it is 
inferred that Private Key-Private key technique is the more 
appropriate one for transmitting confidential data in a secured 
manner. This technique also ensures confidentiality and 
availability among the communicating parties. The limitation 
of this framework is that it supports limited users. [7-8] 
 
The use of Turing-machine to generate the equivalent 
binary number for a given decimal number is proposed. The 
authors used this approach to find the next successor of the 
given decimal number. This approach can be used in 
cryptography to enhance the data security. [9] 
 
Two symmetric cryptographic algorithms namely 
AES and Blowfish are used to enhance data security. S-box 
columns of AES are modified and used with Blowfish to 
increase confidentiality. To measure the performance of the 
proposed approach, encryption and decryption are done with 
different file types. [10] 
 
A hybrid model integrating AES and DES was 
proposed for security enhancement [11-13]. This model 
provides better non-linearity than the original AES. As a result 
of more number of computations, the time taken for encryption 
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 and decryption in this model is more than its individual 
counterparts [28-36].  
 
Cryptography and Steganography are combined to 
achieve data security enhancement [14-16]. The original 
message is converted into cipher text using a cryptographic 
algorithm and the resultant cipher text is embedded in an 
image [37-42]. The stego image is sent to the receiver over a 
public network. It is also proved that the PSNR value lies 
within the acceptable level for various data payload sizes. 
 
The authors have proposed a system using 
transposition technique to increase the security of DES 
algorithm.  Various transposition techniques available in the 
literature are as follows: Rail Fence Technique, Simple 
Columnar Transposition Technique, Vernam Cipher (One-
Time Pad) and Book Cipher/Running Key Cipher. In this 
work, Simple Columnar Transposition Technique with 
Multiple Rounds (SCTTMR) was used. The original plain text 
is modified by using the proposed 
 
Simple Columnar Transposition Technique is used to 
generate the cipher text in the first round. The same technique 
is repeated for multiple rounds to increase the security.  The 
cipher text generated at the end of multiple rounds is given as 
input to the DES algorithm. The main disadvantage of this 
scheme is time consumption. The time taken by the proposed 
approach is directly proportional to the number of rounds [17]. 
 
III.PROPOSED SYSTEM 
 
The security in data transmission is improved by 
using proposed techniques. Initially, the plain text is 
obtained from the user and then it is modified using three 
main techniques, that techniques are Perturbation, 
Swapping, and Shifting. The    Fig. 1 represents the 
proposed system in the form of a block diagram   and   
the   Fig.   2   is   an   example   to   illustrate our proposed 
system in the form of a block diagram. 
 
Perturbation  is  the  process  of  adding  noise  to  
the  given plain  text. The given plain text which contains 
alphabets and   numbers   can   be   converted   to   its   
corresponding alphabets and numbers depending upon the 
noise specified. First,  the  given  plain  text  is  cleaved  
into  two chunks,   and   then   the   noise   will   be   
added   in   each and    every    odd    positions    in    both    
the chunks. Then, the data chunks are given to the 
swapping technique. 
 
In swapping, the two chunks from the 
perturbation is taken as an input. First of all, each chunk 
will be split into two parts. The first part and  the  last  
part  will  be  swapped such  that  the  first  part  gets  
placed  in  the  last  and  the last part gets placed in 
the first and then the output from each chunk will be 
given as an input to the Shifting process. 
 
In the  shifting  process,  input  from  swapping  
process  is split into two parts, and then the alphabet or 
the number gets  swapped  with  the  next  alphabet  or  
the  number  that is  present  next  to  it. Finally, the data 
chunks are merged together. This final data c h u n k  
i s  t h e  mo d i f i e d  plain t ex t  which will be given as an 
input to the encryption algorithm.  
 
 
 
 
         Fig. 1.  Flow diagram of Proposed System 
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Fig. 2.  Flow diagram of Proposed 
System with an Example 
 
 
 
        Fig. 3.  Flow diagram of Encryption  process 
 
 
 
 
            Fig. 4.  Flow diagram of decryption process 
 
After successful processing of Perturbation, 
Swapping and Shifting, the modified plaintext is loaded as 
input to the Encryption Phase. The key size of 16, 24 
or 32 entered. The input modules get processed and the 
encrypted cipher text is generated. The modified cipher 
text is provided as input to the Decryption algorithm. 
The decrypted modified plain text is inserted to the three 
main processes as Shifting, Swapping and Perturbation 
with the subtraction of noise. After performing the above 
three processes, the original plaintext is obtained. The  
Fig.  5 and 6  represent  Encryption and  decryption 
process which  generates  the  modified plaintext  by  
using  proposed techniques 
 
 
 
Fig. 5.  Snapshot representing Encryption Result 
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Fig. 6.  Snapshot representing Decryption Result 
 
IV. EXPERIMENTAL ANALYSIS 
 
The proposed methodology determines the modified 
plain- text to be fed as input to the Encryption phase which 
uses AES algorithm as the process. The cipher text obtained is 
decrypted and proceeds with the shifting, swapping and 
subtraction of noise and ends with the extraction of plain text.  
The proposed outlook is executed using Java programming 
language and the outcome is tested using a Corei3 processor 
with 4GB RAM with Windows 8 operating system. By the 
exploratory results, the encryption and decryption process 
with modified plain text involving Perturbation, shifting and 
swapping methods will provide foremost results for effective 
data transmission and advancement in data security.  
 
V.SECURITY ANALYSIS 
 
The aim of the attacker is to find the secret key and plaintext 
from the cipher text. In order to complicate the job of the 
attacker, we need to increase the complexity of the algorithm. 
To test the complexity, the analysis is done in following 
attacks. 
 
 1) Brute force attack 
2) Known plaintext attack 
3) Chosen plaintext attack 
4) Chosen cipher text attack 
 
In Brute force attack, the complexity of key is tested. 
Based on the key size complexity is increased, AES algorithm 
is implemented in this approach, which has minimum key size 
128 bits and the maximum key size of 256 bits. Hence the size 
of the key space is  
 
      2
256
 = ( 2
10 
)
25.6
 ≈ ( 103 )25.6 = 1076  (1)
 
 
The time required to find the plaintext with one key value in 
the key space is 10
-7
 seconds and the time required for the 
execution of the cipher with all the possible keys in the 
keyspace is 
           
606024365
1010 776

 
 = 3.17 × 10
61
                    (2) 
 
 
As the number of possible keys is too large, it is impractical to 
break the ciphertext. The relation between the plaintext and 
the cipher text is 
 
C=Noise (Swap (Shift (AES algorithm relation))) (3) 
 
It makes it impossible for the chosen plaintext attack or 
chosen cipher text attack to break the cipher text. In the light of 
the above discussion of cryptanalysis, we finally conclude that 
this cipher is a strong one, and it cannot be broken by any easy 
means. 
 
VI.CONCLUSION 
 
This paper introduces a modern approach for enhancement 
of data security. The novelty of the system is that the original 
plain text is divided into many chunks and each chunk will 
undergo perturbation, swapping and shifting in the same 
sequence.The modified plain text is inserted as input to the 
Encryption algorithm.AES Encryption and Decryption 
algorithms are used for desirable security of plain text. The 
encrypted cipher text is introduced into Decryption algorithm 
to obtain the modified plain text. Similarly, the modified 
plaintext is converted into plain text by subtraction of noise, 
swapping and shifting. In the upcoming work, the security 
level of key generation can be increased by adding digital 
signature methodology 
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